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Automated information and information resources under management of Lawson State 

Community College are strategic and vital assets.  Measures shall be taken to protect these assets 

against accidental or unauthorized disclosure, modification or destruction, as well as to ensure 

the security, reliability, integrity and availability of information. 

 

This policy applies to all personnel at Lawson State Community College who use information 

resources. 

 

1. Access to, and use of computing resources is restricted to appropriately identified, 

validated, and authorized users.  Institution policy requires that institution-owned 

information resources be used only for official Institution purposes. 

 

2. All identifications, passwords, telephone numbers and other "access means" to 

information resources are confidential and proprietary to the Institution.  Holders of such 

access means are accountable for unauthorized or negligent disclosure or use of access 

means under their control.  No individual may access data or other information resources 

that are not authorized for that individual on a need-to-know basis.  Personnel are not to 

share assigned "log on Ids" and/or other passwords with anyone. 

 

3. All computer programs, software and electronic information that are a part of information 

resources are proprietary to the Institution and must not be copied or disclosed unless 

explicitly authorized by appropriate management in writing.  This section does not 

supersede Institution policies on intellectual property rights. 

 

4. All computer-generated reports are the property of the Institution and are considered 

confidential.  Personnel may not use these reports except for internal Institution business 

or as required by their job. 

 

5. No software or related documentation licensed to Lawson State Community College may 

be copied unless explicitly authorized in writing by the software developer.  In cases 

involving multiple use of a single product, e.g., in networks, personnel shall use the 

software only in accordance with the license agreement. 

 

6. No hardware or any type of telecommunications device may be connected to any part of a 

institution network, computers, terminals, or lines unless explicitly  
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authorized in writing by appropriate management and in conformance with security 

policies, procedures, and standards.  Employees whose principal duties involve the 

modification of network architecture are considered appropriate managers. 

 

7. No software program or information can be added to, or removed from, any operating 

system, database or file unless explicitly authorized in writing by appropriate 

management and in conformance with institutional security policies, procedures, and 

standards.  Additionally, software that bypasses, in any manner, approved security 

software or controls may not be written or installed.  In cases where a personal computer 

is assigned to a specific employee, that individual will be considered the owner of the 

information contained in that system and is therefore the appropriate manager as defined 

in this section. 

 

8. Personnel shall not disclose any confidential or sensitive information unless it is properly 

required in their jobs, or except as authorized in writing pursuant to security policies.  

Such information includes technical and business information, information systems and 

software development and products and software licenses disclosed on a confidential 

basis to the institution. 

 

9. On termination of employment or a contractual relationship with the Institution, or as 

otherwise requested by appropriate management, personnel must surrender all property 

and information managed by the Institution, and must not subsequently disclose any 

confidential or sensitive information. 

 

Violation of this Policy: 
 

Any person violating this policy is subject to immediate disciplinary action, which may include 

termination of employment, expulsion, or termination of a contract.  In addition, there may be 

bases in which a person may be subjected to civil or criminal liability. 



POLICIES AND PROCEDURES MANUAL 

 

TITLE Access to Information Systems and 

Electronic Communications 

LEGAL AUTHORITY President and Cabinet 

 

DATE APPROVED   February 3, 2008 

 

  

It is the policy of Lawson State Community College to provide employees with access to 

technology essential for the performance of their duties.  Technology utilized in institutions of 

higher education includes electronic mail, the Internet, local area networks, and other systems 

that encourage wide access to knowledge and sharing of information. 

 

The institution administration shall develop appropriate rules and regulations governing the 

access and usage of these communication technologies.  All institution employees, as part of 

gaining authorization to use this equipment and technology, shall agree in writing to abide by the 

regulations governing personal use, open record, prohibited uses, confidentiality, and other 

regulations developed to protect the Institution, its personnel and students, and its resources from 

inappropriate use. 

 

Electronic Forms of Communication 

 

Electronic mail is a common and frequently applied use of Institution information systems and 

information resources.  Other forms of electronic communication include, but are not limited to:  

chat rooms, bulletin boards, web pages, lists, instant messengers, and other similar network 

services.  Lawson State Community College provides these forms of electronic communication 

to employees at Institution expense for perform only their specified and assigned duties for the 

Institution.  This policy determines under what circumstances other people within the Institution 

may access electronic messages addressed to one person, and when electronic communications 

may be disclosed to persons outside the institution administration. 

 

It is Institution policy that the electronic communication systems, like other Institution assets, are 

to be used for the benefit of the Institution.  Use of electronic communications to violate other 

Institution policies is prohibited and may lead to disciplinary action, up to and including 

termination. 

 

Any and all opinions made using these systems, whether implied or expressed, are those of the 

individual and not necessarily the opinions of the institution or its administration. 
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Ownership 

 

All electronic systems, hardware, software, temporary or permanent files and any related systems 

or devices used in the transmission, receipt or storage of electronic communications are the 

property of Lawson State Community College.  Electronic communications are considered to be 

Institution property and may be retrieved from storage even though the sender and receiver have 

deleted them.  These electronic communications may be used in disciplinary proceedings. 

 

Supervisors have the authority to inspect the contents of any equipment, files, calendars or 

electronic communications of their subordinates in the normal course of their supervisory 

responsibilities.  Stored electronic communications shall be extracted when requested to do so by 

authorized supervisory personnel.  Reasons for review include, but are not limited to, system 

hardware or software problems, general system failure, regular system maintenance, a lawsuit 

against the Institution, suspicion of a crime or violation of policy, or a need to perform work or 

provide a service when the employee is unavailable. 

 

Confidential Information 

 

Alabama law requires that all employees protect the integrity of the institution's confidential 

information as well as the confidentiality of others. 

 

Violations 

 

Violations of these regulations can result in disciplinary action up to and including termination.  

All electronic communications are subject to all state and federal laws and rules that may apply 

to the use of electronic communications.  In addition, violations of this policy or misuse of the 

electronic communications system, which are of a criminal nature, may be referred for criminal 

prosecution. 

 


